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[3£ 1 Fraud DB]

MIN Restriction IsFraud TIME
0708180000 No Outgoing Call Y 1998/11/02/14:40
0702741436 | No International Call N 1999/01/01/12:11
0703840002 | No International Call Y 1998/12/04/17:22
0705320092 Barring All Calls 1998/12/11/18:20
0704569823 No Incoming Call Y 1999/01/07/05:05

[3£ 2. Fraudulent Subscriber History DB]
MSC EVENT Suspect
MIN ESN TIME
ID El En Level
0708180001 | C9000010 7 98/12/1 12 e 2 304
0708180004 | C9000013 1 98/10/2 0 4 150
0708180235 | C9000016 2 99/3/2 1 - 3 142
0708180476 | C9000201 3 99/5/31 4 . 1 50
0708180871 | €C9000243 2 97/12/3 6 . 0 100
0708180901 | C9000274 4 98/11/1 1 - 4 72
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[3£ 3. Fraud Event]

Index Fraud Event Message

0x01 AUTHR mismatch

0x02 COUNT mismatch

0x03 SSD Update fail

0x04 Unique Challenge fail

0x05 SSD Update not attempt/no response

0x06 Unique Challenge not attempt/no response

0x07 COUNT Update not attempt/no response

0x08 SSD Update retry

0x09 COUNT Update retry

0x0A RANDC mismatch

0x0B Count Request Error

0x0C Count Request Ack without Count

[E 4. JHE A4 EF7F]
ATTR1 ATTR2 ATTR3

0 clear Nothing Nothing
1 normal RANDC Retry
2 noticeable SSD no response
3 critical Count Fail
4 Unique Mismatch
5 AUTHR Error
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