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  ;=<?>?@  ACB=D?E  F?G?HCI  J?ACK  L?M  ;=<  NCO=P  Q?R?E  SCT  U?V?W  >?X  ;=<  >?@  Y?Z?[  \?] E  ^C_=A  J?A?`?a  b=c . d  e?fCK=Y?g  I=J  h=i?j  k=<?`Cl  ;=<  NCO=E  SCT  U?V?W  >?X  

;=<  >?@  Y?Z?[  
\?]?m

 n?o?`?a  ;=j  pCq  Q?R?W  r?s  t  pCu=`?g  v?[Cw?I  FDMS(Fraud 

Detection & Management Sytstem)W  VCx=X?c . 

 

 

1. y{z  

  |=}?HCI  ~?�?>?@  Y?Z?[?g  a?Q  �?�CK  �?�?�  �?�
P?W  �?�?�?�?�  �?�?`Cl  >?@  Y?Z?[?W  V?�?`?g  }?� , �?�

 ;=<?>?@  P?�?E  G?�?�  rC�=X  Y?Z?[  A?�?�?�  I�
 �  ; ]?\ A  �?�?�  J?A?`?a  b=g  ;=<?>?@  Y?Z?[?g  �C� ]

 ;=<  NCO=P?W  ; ] `Cl  ;=<  �?�?P?j  �?�  I�i� ;=[?W  > �  Q?R  t  �?�  �?�  Y?Z?[?W  V?�?X?c . 

  �C =¡ , ;=<  NCO=P?j  �?�  �?�C;=M?g  ¢?�?£  ¤?N¥X  

s?Z?¦ m  A?o?a  �?�  >?@  Y?Z?[?W  §C¨  
\?]?©

 ª  b
g  A?«?�C;  b=�?¬  ;? =X  

\?]
 ^? m  n?o?`?a  ®?o?`

g  ¯C;  °?±=²  ?V?�  ;? =X  ^C_=A  ³?´?`C¨  GCµ=`?a  

b=c . ¶?a?� , ·?¸?E  ¹?º  NCO=P  SCT  U?VCK  E?X  �¥�  

>?@  SCT  
\?] E  Z?»?¼  �?½  ¾?¿?À  

� Z  5-30%�  Á?QÂ ¬  ;? =X  Z ] ¼  Ã=Ä  ª  Å?¦CK=Y  ª  ÆCÇ  ÈC =�  Á
Q Â a  b=c [1]. ;? =X  SCT  �?�  >?@  Y?Z?[  

\?] K  E�
 ;=<  >?@  Y?Z?[  É?Ê  r?`?j  Ë  ;=<?>?@  Y?Z?[  V
�  Y?Z?[?¡  Ì?£?MCI  ^ ]  ÍCK  L?Î  Ï ]  Z ] E  J?A
W  ÐCÑ=`?a  SCT  U?V?�  I=X  Ò �  ACB=D?g  Y?Z?[?W  � o?`?g  Í  ;=<  >?@  Y?Z?[  �?�?D?g  ~?o  Z ] E  J� j  ACB=D  Ó?Ô?M?g  c?Õ?E  Ö � W  ×C¨  �?c . L?M?Y , Ø?ÙC�

 ;=<?>?@CK=Y  ;? =X  NCO=P  SCT  U?V?E  Ú?Û?¼  Ü ª?HCI  P?«?�?�  I=Ý Â a  b=c [2]. 

  d  e?fCK=Y  V?v?`?g  FDMS(Fraud Detection & 

Management System)g  ;? =X  SCT  
\?] E  Þ=W  n?o  t  

®?o?`?a  pCu=`?g  v?[Cw=�?�?Y  I=JCh=i?j  k=< Â °  <ß X?c . d  e?f?E  à?�?¼  c?�?�  á?c . V  2 sCK=Y  P?â  

k=àCK  
�=�

 ¤Cã=�  P?�?`?¬ , 3 sCK=Y  VCx=X  v?[Cw?K  � `Cl  �?ä?X?c . å?o?æ?�?�  4 sCK=Y  d  àCç?K  
� X  è

A?j  é?ê  k=à?�?V?W  P?�?X?c . 

 

2. ëíì  îðï  ñ%ò   

  d  e?fCK=Y  “fraud”g  ËCI=E  ó?I  Q?R  ô?¼  NCO=P  

pCq  Q?R?W  õ?ö?`Cl  ËCI=E  ;=<  >?@  Y?Z?[?W  ^ ] `
g  SCT  ACB=D  ô?¼  ^ ] D?W  o?÷?X?c . ;? =X  “fraud”g  

l?   ø?ù?A  b=�?¡  d  e?fCK=Y?g  ú  A?o?�  û?ù?X?c . ü
 ´?ý?g  “subscription fraud”, þ  ËCI=E  Q?R?W  ^ ] `Cl  

ACB=X  ê  ÿ��  ·��?�?�  ;=<  >?@  Y?Z?[?A  Q?o��  �� o  ^ ] `?g  ®?Ý , ú  ´?ý?g  “cloning” ô?¼  “tumbling”, 

þ  ;=<  >?@  Y?Z?[  ^ ] v  Q?R?A  �?� m  > �  �?�?�
c?g  � m  ; ] `Cl  ç��  ;=<  >?@  Y?Z?[?W  ^ ] `?a  

b=g  ACB=D?E  MIN(Mobile Identification Number)�  

ESN( Electronic Serial Number)
m

  ¢?ª  s?�?W  ^ ] `Cl  õ
ö?X  ê  

���
 ACB=DCK?¨  �?`?o  	=¼  NCO=PCK  SCT=�?�  

õ?ö?X  Q?R?W  B�
=`Cl  ;=<  >?@  Y?Z?[?W  ^ ] `?a  ÿ
� m  Q?£  ACB=DCK?¨  �?�?`?g  ®?Ý m  E?·?X?c [3]. d  

e?fCK=Y?g  “cloning” ®?Ý m  ; ] X  SCT  U?V  NCO=P  ^



] D?W  n?o?`?g  ®CT?K  
� `Cl  P?�?X?c . 

  ;? =X  fraud W  n?o?`?g  ¯ m  Fraud Detection ;=M  `¥¬  

àCç  ®?Ý?¼  l?   P�� m  ; ] `Cl  û?ù ©  ª  b=g� , |
}?H?�?�  rule-based ®?Ý , data-mining ®?Ý  t  neural 

network ®ðÝ?�?�  ¡��  ª  b=c .  
ü ý , rule-based ®?Ý¥¼  

absolute analysis �ðY  ���  ACB=D?E  À  ^ ]  ���CK  
� �

 

<C|=`C¨  H ]?©  ª  b=c . ;? =X  àCç  Þ=g  �  ;=£?E  N
O=P?A  <?vCK  G?@ />?� /�?@?`?g  ¹?º , k=�?�  À  >¥�  

^C;=E  �?�  Q?R?W  � \ �  �=�?`�� m  �  
���

 ACB=D?A  

v?¤��CK  ;=<?`��=c?a  �?N ©  ª  �=g  ¹?º , registration 

signal ;  S����?`C¨  GCµ=`?g  ¹?º  ÍC;  b=c [4][5]. �?ý , 

data mining ®?Ý?¼  differential analysis �?Y  ACB=D?E  ���?E  

À  >?�  ��� m  r?s �  ú?a  �?�C;  GCµ=`?g  À  >?�?E  

���C;  P?â?E  ACB=D  ���?�  �?`C¨  c?Î  ¹?º  NCO=P  

U?V?�  �?N?`?g  ¯C;=c . ;? =X  Þ=�?g  ACB=D?E  À  >?� ;=¡  ¸?V  �?�?E  ^ ]  ;  �?�?�  J?A?`��?¡  ^ ] D
A  ACB=`?o  	=¼  �?A  Y?Z?[?W  ^ ] `C±=a  v \ `?g  ¹
º  Í m  ; ] `Cl  NCO=P  U?V?W  n?o ©  ª  b=c [6]. å?o
æ?�?� , neural network ®?Ý?¼  machine learning E  X  û�!=�
Y  ACB=D  pCq  Q?R?W  B�
  "�#=�?�  ; ] `?a  NCO=P  

U?V  l$�?W  Û�
=�?�  `Cl  ���?E  D?¿?W  }?U  %�&?`?a  

�?�?Ï  ��� m  µ=�?`Cl  H ]�' �?��(  NCO=P  U?V  l$�
W  ��)?X?c [7][3]. 

 

3. *,+.-  /10,2  

3.1 v?[Cw  à�3   

  d  e?fCK=Y  VCx=`?a?D  `?g  FDMS(Fraud Detection & 

Management System)E  à�3?g  [ �54 1] �  á?c . d  v?[Cw
¼  I=J  h=i?j  k=<?`?g  ¯ m  �?V?�  `?a  b=�¥¬  

External Interface, Fraud Management Controller, Real-time 

Event Analyzer, Fraud Detection Agent t  Database �  à?� Â
°  b=c . External Interface g  k=<?�  v?[Cw (þ , OMS j  

AuC) �6�?i  Fraud Event j  Ï�7=D?A  ÿ?à?`?g  ä�8 m  ª
@?`Cl  Fraud Management Controller K  �?�?`?a  �  9?�?W  

OMS(Operation & Maintenance System) K  �?�?X?c . Fraud 

Management Controller g  External Interface �:�?i  ª?@?X  

Fraud Event W  H�;?X  P?«  <�=CK  >?û?`?a  ?  <�=C;  ª@ X  û�A  9?�?W  �?�?`?g  �?½  VC°  <�=C;=c . Real-Time 

Event Analyzer g  Fraud Management Controller K  E �  < ß  

ó=v Â ¬  ç��  GCµ=X  Fraud Event E  ACB=D?A  Fraud DB

K  â��=`?g?o  BCI=X?c . 
���

 ACB=D?A  â��=`?g  ¹?º  

Fraud Management Controller K  
���

 ACB=D?A  NCO=P  U V  

ACB=D�C m  D�E=c . 
���

 ACB=D?A  Fraud DB K  â��=` o  

	=g  ¹?º?g  ç��  GCµ=X  Fraud Event û�A?¦?�?�  
���

 A
B=D?A  NCO=P  U?V  ^ ] DCI=o  �?N?X?c . 

���
 ;�F$G?¦

�?�  NCO=P  U?V  ^ ] D?�  �?N?`?P  °?±=Ï  ¹?º  

Fraudulent Subscriber History DB K  ;�F$G  Q?R?W  r?s?X?c .  

Fraud Detection Agent g  Fraud Management Controller ¡  Ï
7  Q�H?K  E �  I?P?H?�?�  ô?¼  

� X?v?W  ; ] `Cl  < ß  

ó=v?�?c . Fraud Detection Agent g  Fraudulent Subscriber 

History DB E  
ü ´?ý  J$K�L��?i  ���  J$K�LCK  

�=�
 MØ H?�?�  Ú�N=`Cl  Ï�7=D?A  o?v?X  NCO=P  SCT  U?V?E  

ÿ�OCK  ��P?`?g?o  û�A  t  �?N?X?c . NCO=P  U?V  ACB=D
�  �?N?�  ¹?º  

���
 ACB=D?W  Fraud DB K  r?s?` a  

Fraudulent Subscriber History DB K=Y  Q?V?X?ê  NCO=P  U?V
�  �?N?�  ACB=DCK  

� X  Q?R?W  Fraud Management 

Controller K  �?@?X?c .  

  Ï�7=D?g  NCO=P  U?V?�  R?a�R?¼  ACB=DCK  
� X  BCI  

t  SCu  ; Ø W  T @ X?c .  
���

 ACB=DCK?¨  U?�  �?� W  

`��?¡  V?v?o?W  W�X  ACB=D?A  Q?£?^ ] Õ�C m  BCI=` �  

Fraud DB K=Y  
���

 ACB=D?W  Q?V?`?a  
���

 ACB=DCK  
�

X  Fraudulent Subscriber History DB K�Y  ACB=D  E�� \ W  

Ð?P?�?` \ =  X?c . NCO=P  U?V?�  �?ä?�  ACB=DCK  
�=�

Y?g  Y?Z?[  ; ]?m  �?o?`��?¡  V?X?`?g  Í?E  
���

 3í�
W  õ?X?c .  

External  IInterface

Fraud Management
Controller

RealTime Event
Analyzer

Fraud DB
Fraudulent
Subscriber
History DB

Fraud Detection
Agent

Query & ResponseQuery & Response

Request & Response

Operation &
Maintenance

System

Request & Response

Request & Response

AuC

Request & Response

HLR

Request & Response

 

   [Y[Z 1. Fraud Management System Architecture] 



3.2 DB à�3  

  P?â?E  Fraud Detection v?[Cw?K=Y  ACB=D  Q?R?W  `?¡
E  DB �  pCu=`��$\  ¯CK  Z?`Cl  FDMS K=Y?g  NCO=P  \?]

 ACB=D?j  
\?] E  A?«?�C;  b=g  ACB=D?E  DB W  û

u=`Cl  r?s?X?c .  Fraud DB j  Fraudulent Subscriber History 

DB g  >?Ë?HC;=c . þ , Fraud DB K  r?s?�  ACB=D?g  

Fraudulent Subscriber History DB K  �?`?o  	=�?¬  �  } �
E  ¹?º \  á?c . Fraud DB g  

���
 ACB=D?A  “fraud”�  �?ä

�  v��=E  v�? , Ý�)?D , V?X  Y?Z?[?E  ø?ù?W  ¡?Ë��?g  Ü L?W  A?o?a  b=c . Fraudulent Subscriber History DB g  I
J  pCq  ;�F$G  V?v?o?A  GCµ=X  ACB=DCK  

� X  ;�F$G  

GCµ  Q?R  t  E�� \ W  A?o?a  b=�?¬  Fraud Detection 

Agent K  E �  fraud �  �?ä?�  ¹?º  Fraudulent Subscriber 

History DB K�Y  Q?V?�?c . DB E  D Ù X  �?�?¼  [ ] 1]j  

[ ] 2]
m

 ¶�3?X?c . 

  ;=j  á?¼  ®CT=�?�  ûCu=`Cl  r?s?`?g  ¹?º  r?s  �ð¤m
 ;?Ó ©  ª  b=�?¬  l?   ^?� Ù Y?A  <?vCK  � � `?o  

	=��_?�  � �  � \ W  é?£?v�`?a  DB E  x=Q?�?W  a ©  

ª  b=c .  

[b 1 Fraud DB] 

MIN Restriction IsFraud TIME 

0708180000 No Outgoing Call Y 1998/11/02/14:40 

0702741436 No International Call N 1999/01/01/12:11 

0703840002 No International Call Y 1998/12/04/17:22 

cdc  c[c   cdc  

0705320092 Barring All Calls Y 1998/12/11/18:20 

0704569823 No Incoming Call Y 1999/01/07/05:05 

 

[ b 2. Fraudulent Subscriber History DB] 

EVENT 
MIN ESN 

MSC 

ID 
TIME 

E1  En 

Suspect 

Level 

0708180001 C9000010 7 98/12/1 12 e  2 304 

0708180004 C9000013 1 98/10/2 0 e  4 150 

0708180235 C9000016 2 99/3/2 1 e  3 142 

efe  

0708180476 C9000201 3 99/5/31 4 e 1 50 

0708180871 C9000243 2 97/12/3 6 e 0 100 

0708180901 C9000274 4 98/11/1 1 e 4 72 

 

 

3.3 SCT  U?V  NCO=P  n?o  

  VCx=X  FDMS ¼  [] 3] j  á?¼  I=J  ��  V?v?o?A  G
µ=X  ¹?º  ;=W  Fraud Event �  ^ ] X?c . NCO=P  SCT  U
V  l$�  û�A  < ß ;  ó=v?�?c . gCÑ  [ ] 3] E  Fraud Event

g  I=J  ��  V?v?o?�?Y  TIA/EIA/IS-41.C K  
� �?û  Q?EÂ °  b=c [8].  

 

[b 3.  Fraud Event] 

Index Fraud Event Message 

0x01 
0x02 
0x03 
0x04 
0x05 
0x06 
0x07 
0x08 
0x09 
0x0A 
0x0B 
0x0C 

AUTHR mismatch 
COUNT mismatch 

SSD Update fail 
Unique Challenge fail 

SSD Update not attempt/no response 
Unique Challenge not attempt/no response 
COUNT Update not attempt/no response 

SSD Update retry 
COUNT Update retry 

RANDC mismatch 
Count Request Error 

Count Request Ack without Count 

 

[b 4. hdidj  k[l  mondp[q ] 

   ATTR1  ATTR2  ATTR3 

0  clear  Nothing  Nothing 

1  normal  RANDC  Retry 

2  noticeable  SSD  no response 

3  critical  Count  Fail 

4    Unique  Mismatch 

5    AUTHR  Error 

 

  [ ] 4] K=Y?g  [ ] 3] K=Y  Q?E?X  Fraud Event K  
� X  E��\

 �?Q m  |=p?�Cb?¨  `?P?� �  aCx=�  E�� \  9?Q ' ª
E  û?ù  r�s m  V?v?X  ¯C;=c . ?  Fraud Event g  r�s�)
�  û?ù��  ª  b=�?¬  ;? =X  r�s?E  �?� m  3�P?`Cl  E
� \ W  �?Q ©  ª  b=c . GCµ  ;�F$GCK  

� X  û�A m  N ó
E  �?�  r�s?�?�  û?ù ©  ¹?º  GCµ  ;�F$GCK  

� X  i ´?ý  �?�?E  t?¼  ix �?�  ¡?Ë�u=ª  b=a , ;?K  
� X  E�� \  �

Q?¼  ),...,,( 21 Nxxxf �?�  ¡?Ë��C°$T?c . ;=W  [ ] 3]E  

AUTHR Mismatch ;�F$G?E  Þ=�  vC°  �?ä?`?�  [] 4] E  

ATTR1 r�s?¼  severity W  ¡?Ë��?g  r�s?�?�  GCµ=X  ;�F
GCK  

� X  fraud Q \ W  ¡?Ë��?g  r�sC;=c . ;? =X  r�s  

û?ù?W  L?W  � , AUTHR Mismatch ;�F$G?g  Ï�7=D?A  �?N
`?PCK  severity A  w?c?a  �?N Â °  critical �  û?ù Â ¬  

�
� t?¼  3 ;  �?c . ATTR2 r�s?¼  ;�F$G?A  GCµ=X  

operation E  ø?ù?W  ¡?Ë��?a  AUTHR Mismatch ;�F$G?g  



AUTHR K  x ' Â _?�  
��� t?¼  5 A  �?c . ATTR3 r�s¥¼  

GCµ=X  ��?E  ø?ù?�  AUTHR Mismatch ;�F$G?g  

mismatch K  
��� `�_?�  

��� t?¼  4 A  �?c . L?M?Y , 

AUTHR Mismatch ;�F$G?g  Ï�7=D?A  Q?E?X  E�� \  9¥Q  

�?�  y=i  (3,5,4)�  �=Q?E��  ª  b=�?¬  ;? =X  t?¼  E��\
 9?Q ' ª?E  B�
?;  

Â a  Û�
$9?�?g  ;�F$G?E  E�� \
�  ^ ] �?c . þ , E�� \  9?Q ' ª?W  [ª?Ý 1]�  Q?E�z m  

� , E�� \ g  [ ª?Ý 2] K=Y  R?g  {?j  áC;  56 �?�  9?Q?�
c . l=P?Y  E�� \  9?Q ' ª?g  Ï�7=D  ô?¼  v?[Cw  ��|=D
K  E �  c?Î  

' ª?�  �=¹��  ª  b=c .  [ ª?Ý 3]¼  ;? =X  

E�� \  9?Q ' ª  Q?E?E  c?Î  Þ=W  ¡?Ë�}=c . 

3
2

2
3

1321 ),,( attrattrattrattrattrattr xxxxxxf ++=       [~[�  1] 

          56453)4,5,3( 23 =++=f            [~d�  2] 

321
2

321 1010),,( attrattrattrattrattrattr xxxxxxf +×+×=  

                                           [ ~d�  3] 

  �CK  P?�?X  ®?Ý?�?�  �?Q?�  ?  Fraud Event K  
� X  E

� \ g  GCµ=v?å?c  
���

 ACB=D?E  Fraudulent Subscriber 

History DB E  Suspect Level 
Ü LCK  �?H Â °  r?s?�?c . E

� \  ª?�?A  v?[Cw?K=Y  ·Cu  �?Q?X  C�|=�?W  �C°=Y��
¡  ¢?Q  ;�F$G?A  }?U?`Cl  GCµ=`?�  v?[Cw=¼  

���
 ACB

D?W  “fraud”�  �?N?`?a  Ï�7=DCK?¨  ;=W  >?R?X?c . 

 

4. �{z  �  �.�  î ï5�.*   

d  e?fCK=Y?g  �?�?�  B �=Â g  ;=<?>?@  Y?Z?[?E  f
V��=�?�  ��? Â g  NCO=P  SCT  U?V?W  n?o  t  pCu  `
g  FDMS W  VCx=`��=c .  

VCx=X  FDMS E  s��=¼  c?�?�  á?c . 
ü ý , P?â?E  k

àCK=Y?g  I=J  h=i?W  
� ½?`?g  ó$�?�?�  NCO=P  SCT  U

V  n?o  v?[Cw m  àCç=`��=�?¡  VCx=X  FDMS g  I=J  h
i?j  k=<?`Cl  ACB=D  Q?R?W  r?s , û�A  t  pCu=`�_?�  

£?À  R?¾?H?�?�  < ß `?�?Y  SCT  NCO=P  U?V?D?W  R?c  

Q�B?`C¨  n?o?` \ =  X?c . �?ý , ACB=D?E  Q?R?W  r?s?`
g   ?;=i��C;=[?W  �  ¢?�CK  L?M  ûCu=`Cl  pCu ' �?�
(  Q?R  pCu=E  �?»?� m  w��=c .  �?ý , P?â?E  Ï�7 D  

E?â?HCI  E�� \  �?Q m  R?¾?`?P  �?`Cl  E�� \  �?Q  
'

ª?W  VCx ' �?��(  E�� \ E  |=p?� m  R?s?`��=c . �=ý , 

ACB=D  Q?R  û�A  ®CT=�?�  Agent W  V?v ' �?��(  ;=<  

>?@?E  ¢?�CI  ;=<?�?�  Q?R?E  û��?�  t  Ï�7=D?E  c5�
X  û�A  ÿ?àCK  H�P?` \ =  ��|=`��=c . 

  �C =¡ , d  e?fCK=Y  V?v?X  FDMS g  ç��  I=J  h=iCK

Y  V?�?`?g  I=J?pCq  Q?R?�  X?Q Â °  b=c . L?M?Y , é
ê  HLR �  AuC K  ���=H?�?�  k=<?`Cl  < ß ©  ª  b=g  

~Ck=X  v?[Cw=�?�?E  ó=GC;  ÿ?à?�?c .  �?X , V?v X  

Fraud Detection Agent g  ç��=g  ;=<  NCO=P  SCT  U?V  Q
R  û�A  P?«?¦  àCç Â °  b=��_?�  Á?ê  Agent �?Y?E  ;
<?�  t  ^ ] D  I=i � ;=[  �?�C;  R?¾ Â °�!  X?c . 
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